Implementing, measuring and improving information security awareness and culture in an organisation

This presentation focuses on the relationship between information security and organisational culture. The relationship leads to the behaviour of employees in an organisation and how to modify it in order to instill an acceptable level of information security culture. A methodology is proposed that includes information security culture, the measurement thereof and changing of employee behaviour through information security awareness programs. An analytical tool with example questions and how to use it in an organisation is discussed.  Lastly the information security awareness approach for modifying employee behaviour to instill an acceptable level of information security culture is discussed.

